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Small Modular Reactors and Innovative Nuclear Fuel Cycles
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To counter the twin challenges of ensuring a country’s energy security and complying with its climate-change
commitment, nuclear power is being considered (again) a viable energy option, and a new generation of advanced reactor
technologies including small modular reactors (SMRs) are envisioned, developed, and some are deployed, currently and
in the near future. The most impactful driver of this development will be a changing landscape for advanced reactor
technologies including novel SMRs and their innovative nuclear fuel cycles. To ensure that these advanced reactors and
their associated nuclear fuel cycles are safe, secure, and for purely peaceful purposes, the nuclear 3S (safety, security, and
safeguards) are important considerations in the successful development and deployment of such technologies.

Many SMRs are encompassing advanced and innovative technology solutions. Several are in various stage of
construction, or in-line for regulatory review and authorization (e.g., CAREM by CNEA, Argentina; ACP100 by CNNC,
China; BWRX300 by GE-Hitachi, Japan/US; and NUSCALE by NUSCALE VOYGR, US; etc.). Two SMRs are currently
deployed, they are:

® KLT40S, a 2x35 MWe PWR floating nuclear power plant (FNPP) developed by OKBM, Russia, and

commissioned in the Russian Far East in May 2020%, and

® HTR-PM, a 2x105 MWe HTGR developed by CNEC and INNET of China, connected to grid in

December 20212,

These deployed, or soon-to-be-deployed SMRs would face different 3S challenges in their operational phase,

as well as in their decommissioning and disposition phase. The work presented here focuses on the challenges to nuclear

security.

Nuclear Security

Nuclear security® deals with the measures to protect a nuclear facility and its nuclear material against
malevolent acts such as sabotage or theft by criminals and terrorists. Specific features of SMRs, such as transportability,
floating platform, remote locations, new fuel designs and new fuel cycles, present new nuclear-security challenges, which
may be more severe than those of existing light-water reactors (LWRSs).

Nuclear security focuses on the criminal or intentional unauthorized acts and other associated activities.

I “ROSATOM: World’s only floating nuclear power plant enters full commercial exploitation,” 22 May 2020,
WWW.rosatom.ru

2 “Demonstration HTR-PM grid connected,” World Nuclear News, 16 December 2021.

3 TAEA Glossary defines “Security” as the prevention and detection of, and response to theft, sabotage, unauthorized

access, illegal transfer or other malicious acts involving nuclear material, other radioactive substances or their
associated facilities.
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Countries employing SMRs need to establish and implement an overall nuclear security strategy that works to protect

people, property, and the environment against the malicious use of nuclear or radioactive material, or sabotage of the

SMRs. Many first-of-a-kind (FOAK) SMRs possess unique design features, operational conditions, and associated

nuclear fuel cycles, which may pose challenges to nuclear security. Some of these challenges are briefly discussed below:

Transportability of SMRs — Transportation security may have multiple challenges, including uncertainties
with the public domain, the possibility of attack anywhere along the transport route, and the involvement
of multiple national, regional, international agencies with multiple security interfaces.

Demarcation of physical protection perimeters for marine-based SMRs (FNPPs or immersible SMR)* —
It is difficult to set physical protection perimeters for marine-based SMRs as they are susceptible to
seaborn threats when in transit or docked at a port facility.

Terrorist threats aiming at sinking the FNPP barges — Terrorists attacks aiming at sinking the FNPP barges
in transit or docked at a port facility are specifically challenging. To protect against such security incidents,
cooperation and coordination among countries’ arm forces (navies) may be warranted, in a similar manner
when transportations of nuclear fuel/materials/spent fuel in international waterways are taking place.
Remote locations — The difficulty of physical access to remote sites can present challenges to nuclear
security. In the case of an attack, it will be difficult for any offsite response force to access the site in a
timely manner. Additionally, the deployment of onsite response force may be difficult or inadequate.
Small size of fuel assemblies — The shorter (fresh and spent fuel) assemblies or a container-load of fuel
pebbles are easier targets for theft, in comparison to the 14-foot-long LWR assemblies. This concern may
be elevated for SMRs located in remote sites with less attention to physical protection of nuclear fuel and
materials.

New fuel & new fuel cycles — The new types, enrichments, and forms of fuel, which are used by some
SMRs require different fuel-cycle processes and facilities than those that support the current LWR fuel-
cycle. This would impose new security challenges in protecting the fuel and fuel-cycle facilities.

Insider threats — Insider threats present more challenging problems than external adversaries because they
can take advantage of their insider attributes to bypass technical and administrative physical-protection
measures to facilitate unauthorized removal of nuclear materials or sabotage. These threats apply to all
nuclear facilities, including SMRs.

Cybersecurity — The overall goal of cybersecurity in the physical protection of nuclear material and
nuclear facilities is to protect the digital-based systems against attacks aimed at facilitating the
unauthorized removal of nuclear material or sabotage of nuclear facilities. The cybersecurity threats apply

to all nuclear facilities, including SMRs.

* FLEXBLUE-160, a transportable reactor concept to be moored on the seafloor, designed by France’s Direction of

Construction Naval and Submarines and under development since 2011 “Instrumentation and Control Systems for
Advanced Small Modular Reactors, FLEXBLUE (DCNS, France) Annex A-4,” inis.iaea.org
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Challenges in Nuclear Non-Proliferation and Nuclear Security for Next Generation Nuclear Fuel
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(2) Nuclear Non-Proliferation and Safeguards Challenges related to Advanced Nuclear Fuel Cycle
System
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