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Current Status of Information Security in Medical Institutions:
- What Are the Threats and What Can We Do to Protect Against These Threats? -
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Abstract

Information systems are widely used in medical institutions and are indispensable within the modern medical field.
In most cases, systems that process personal data, such as electronic health record systems, are not connected to
the internet. However, in some cases, these systems may be partially connected to an outside network to facilitate
regional healthcare networks, remote maintenance, software and master updates, healthcare bill information
exchanges, etc. Therefore, such systems must be prepared for cyber threats.

In the past, typical security incidents involved a system going down due to an increase in network and server load
caused by the proliferation of malware created by individuals seeking pleasure. However, in recent years, there
has been an increase in large-scale cyber-attacks aimed at stealing money and valuable information. Therefore, the
defense strategy must be shifted from known malware extermination to defense against unknown attacks.

In this paper, four experts from a healthcare institution, information security vendors, and a specialized
information security agency discuss current healthcare information security topics. First, we introduce some
real-life examples of cyber-attacks on medical institutions. Then, we explain the current state of cyber-attacks in
Japan and the rest of the world, and the security of the Internet of Things (IoT). Finally, we discuss what can be
done to protect against such cyber-attacks.

Keywords: Information Security, Information Network, Hospital Information System, Internet of Things,
Hospital Administration
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