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Medical Applications of Generative Al:
The Importance of Cyber Security Measures

Akira Shimoyama™, Takayuki Ueno™
*1 Hitachi Solutions Create, Ltd.

Generative Al is expected to have a variety of applications in the medical field, such as diagnosis support,
optimization of treatment plans, and automation of patient care. However, the entry of generative Al into the medical
field brings with it a wide variety of risks along with technological innovation. Potential risks include information
leakage, copyright infringement, privacy violation, ethical issues, and false information. Security enhancements are
also considered essential from the perspective specific to generative Al, such as training data contamination and

prompt injection.

In this session, I will discuss the system precautions and effective cyber security measures necessary to safely
promote the application of generative Al in the medical field now and in the future, based on my experience working
on cyber security measures and comparison with the study and application of generative Al.
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1. ZC®IZ

AL AL ST, CESSY —Aa—RREDT X AN AT
2 AL R, EGOENE, FE S HRREERAERTD AL HLL
FENOEMAEDETERTD AlOZELEtET, Zibi
W KA T — 2% RS N8 e 7 L iz o
TWD, BEBAEERCEDILHET L O—FE TH5 [ Stable
Diffusion | X°, 7H¥ AN AR TEH KRS FEET V(LLM:
Large Language Models) @ —F& T 5 ChatGPT |72 & 3%
DORETHD, AR ANTSESF22 55 BTG TE5 ATHREME
BHY ., FFIZ LLM XA AT L2 PR ITH LT,
B EHECTRETLILA TR TETNDLIENE, IRIAW
HigaE o T\5,

+ ERAIRSFSTLRBICERTEZAIEESY

+ ChatGPTi*Web EOARSNTLEAROT-ITHEBENTIS., BRHT-FLBHEDUBIL BATHE

XEDEH XEOHR EDER
LRXBPINLBOEN REFFAY OHRRY ENOFEERLY

Eawly vl Uy-F FATATHL
HAFAQELTOIER LY BRI/ IYOLIaEN S TR OiRT

1 AR AL O—RREI75E R

RS EFIZ RN T 2 W 38 . TR O fi b, &
RGO B Efba L SESERIS AR TED, B,
BESEMNBANUTERICEESE RO H IR EY
ANT w7 LI, BFE DEPRFLERIRE DM 4 O B il
IR T T R R UICY | ERIAS 22T DRI AL DS A
R EAT o720, R LWV AIRE 26D,

2.5 AIDY)RY

AR ALIC iéié“ifﬁmﬂ%ﬁiﬁ;ﬁﬁf%ébi\ — 5T, AR
Al OEFB~OEHITHITER LRI ZUG T2 HU A
IEBT-HT, BT IR A . BENERE, 50—

2 BRI, B R L OBTER R fE e 281 T
bID. R AT O DI N E END ATREMNH DL
R FHT DY —ERCL S TUIA T LIZABERET LD
BICHASNTLUEIFTREME R DL FHHFE DV TF
VR EELRD T —ABE,

« ERAIDFERCRFRBAVCEFIERE, TV SBRESTIIRIATHBY, HEHFBE

ERALEROARMGURY
FIFEA flm&B TImAL
AQFEER LERE, ANT-SHFBISIRSNGIEN®S,
FNBAREEEEANT AL, ECRENILESURTHY

EFEEE
1273yt EOAEDT-FEEHTFHEIL TS, BHD
FHIFHERMWLILEIUATSHY

TN\y-BE

— A2F—Fy b EOAEDT-FERHTFHIL TSRS, 771
(LM igg%légﬁ») MY-ERRLTLESUAISY
i L Y TREEEHE (AIfRE) TORME
\\ ﬁ;?*?ﬁﬁﬂ\'ﬂ’??«ﬂ&ﬂﬁém RSN ET-FORICERE
g N HRBEENEENEIRIHY

A A

mE m
AT X l

EHEE
1Y5—%y b LOREOT-FEROTEELLTNE, Bl
T-TEERLTILEIUAIHY

12F-3yb LORBEOT -5

2 £ ALFERDYRY

Fi=, B AL FFE OBLS TH X 2T A DFLAA A K
ThdHEBZLND,

BIZIX, BT —2FEGREVOIKBETIERDD, £ Al O
%<1 i A SN _/\F'fﬁéﬂfb\éﬂ jt?‘otT 2%
WTHEEENTWD, EOHIZIL, HBEICLLZBEEOHD
?‘—&biE)E&:‘ZE’EJ\LTb\éﬂﬁé‘fﬁ%éo Iﬁti%%% TENEH]
HLTER Al O % ATSNOIT AT MU EEL
TWRWET) HlEI CETLEI FIREMERH D,

MICHB AT, Tar T IV 2l ar BB TN
HD, LM 2RI LIV AT LTI, 2L0BE ASTT—H



OFNZTUL FORB#MAERN L CTLESW RED I e fer%
fHFRLIZANI (T 7R 2 LLM I AL, FAUTKET
BB ERATS, ZZTHIZIEA T T =L EodRR
AL, BEERO—BEEH L LIEZSW REDIH7%
NHEE G 26 RIOEVEE AR CTHZ I A i i
SETLEIATREMRE A3 DD,

R AL OFFTH LLM (FRFTIS e IAL, FAUTEEDY
28 %L 72> TS, Web Y7 NI =T DEF2UT 41235
aI2=7 44 OWASP 23, LLM 77 Vr—a  AlBI5EE
RENGMEN T 10 OVANAER - ABL TD, ZOYAR
Wi, B O 7 — 2B YR Tar TP ar
fZh | P — B REA BRSO H LB S AV R, o]
—IyalR LLM OREEMHIZESERENZET BN
QAN

G)0URGE | OWASP Top10for L Aplcaions 1,01

OWASP Top 10 for LLM Applications

iy
Prompt Injection

3 OWASP Top 10 for LLM Applications "

Fio DU S ZEZ DL LLM 13702 530 7 Hilia 7
PV —PF =N E LTS T AEER T AR KBTS
FESTHEW, ZAUCED, 2N ETHEME TE W7 1E
(0 BEMEARE N, ORI AIREMER S D, ZDFE
BN CEHL QWA ATAREIZRIL T, ZRETIEA
bl éﬂTb\t POEIE RN LTZD, AT LOARHHY
MU TARE EIT R T=0 - 7= RSB L T2 AT RS
%‘i%ﬂéo

3. BEHYIC

L)LT‘T‘Q Fi=Xo7pV AT % alkEL , ARk Al ZHZERHL
T IZiE, o R =Y —DUF T —E Lo, ARk
Al %/ﬁﬁﬁbf_/XT,L\*%;%H#@#/W\“JZ#:L)7‘4?@%@?
ERVFELIR D, AGEETIL, YA =X 2D 7 3t RITHE
FLTEIRER, D ONTAER AL OIS RR A EFEO
o v fﬂfia@tO\H;E BWT, AR AL OEFRBBEIG
HaRRHEDD-DITNER VAT A FOFRERR. A
e A= X2V T A X RIZONTHRED,

S & XAk

1) OWASP Foundation, Inc. OWASP Top 10 for Large Language
Model Applications . : OWASP Foundation, Inc. 2023.
[https://owasp.org/www—project—top—10—for-large—language-mo
del-applications/ (cited 2023-Sep—5)].



