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How to achieve IT-BCP

Kota Torikai"! , Masato Tagi*?, Tomohiro Hashimoto™3

*1 System Integration Center, Gunma University Hospital, *2 Department of Medical Informatics, Graduate School of

Medical, Dental and Pharmaceutical Sciences, The University of Tokushima,
*3Medical Information Section, Administrative Department, Otsu Red Cross Hospital

Hospitals with hospitalization are organizations that operate 24 hours a day and require high operational reliability
from IT systems that support their operations. Clinics also require high operational reliability when using IT for
day-and-night online consultation reservation services and information linkage for home medical care. An IT-BCP
(Business Continuity Plan) is necessary to prepare for factors that may damage operational reliability and to sustain
medical functions. The BCP is operated in consideration of both the planning, operation, and revision cycle of the
BCP itself and the life cycle of the information system. IT-BCP, which has tended to be left to the voluntary
preparation of each facility in the past, is now expected to establish a guideline for measures common to all medical
institutions nationwide because cyber attacks have been added to the conditions for damage to operational reliability,
and because requests for remote operations have accelerated after the Corona. On the other hand, there are calls for
the development of IT infrastructure as an environment that enables the implementation of IT-BCP measures,
strongly suggesting the need to take measures for the hospital organization as a whole. In this session, Mr. Yasuyuki
Awakura of Osaka Acute & Comprehensive Medical Center will talk about his experience in dealing with and
recovering from cyber attacks, and Mr. Naohiko Wakimoto of Tokushima University Hospital will give a detailed
account of the activities of the Information Security Working Group of the General Affairs Committee of the Council
of Administrative Directors of National University Hospitals. An interim report will be given on the policy and
progress of the "Research for Dissemination of Business Continuity Plan (BCP) for Cyber Attack Response in
Medical Institutions" (Issue No. 23CA2017), which is being promoted by the Ministry of Health, Labor and Welfare
as an administrative promotion research project this fiscal year.
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